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1.1

1.2

1.3

1.4

1.5

Executive Summary

This report provides the Internal Audit Charter and Internal Audit Plan 2022/23 for approval.

These documents are key requirements of the Public Sector Internal Audit Standards (hereafter referred to as “the Standards”),
and so are vital in demonstrating the Internal Audit service’s compliance with these Standards.

The Internal Audit Charter sets out the role, purpose and authority of Internal Audit.

The Internal Audit Plan 2022/23 demonstrates how internal audit resources will be used during the forthcoming financial year so
as to provide assurance on the effectiveness of the Council’s internal control system.

Particular attention has been paid to ensuring that the Internal Audit Plan is reflective of the changing risk landscape of the Council,
and that it provides tangible added value to the Council in maintaining an effective system of internal control and management of
risk. The plan has an emphasis on the role Internal Audit can play at a strategic level. This has been achieved through consultation
with relevant stakeholders, and through incorporation of the principles of industry best practice.
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2.1

2.2

2.3

2.4

2.5

Introduction

From 1 April 2013, new Public Sector Internal Audit Standards (hereafter referred to as “the Standards”) came into effect. These
were jointly developed by the Chartered Institute of Public Finance and Accountancy (CIPFA) and the Chartered Institute of Internal
Auditors (CIIA).

The Standards replaced the CIPFA Code of Practice for Internal Audit in Local Government (2006) as the mandatory guidance
and provide a coherent and consistent internal audit standards framework for the whole of the public sector. The Standards have
been updated a number of times, most recently with effect from 1 April 2017.

Internal Audit is defined by the Standards as “an independent, objective assurance and consulting activity designed to add value
and improve an organisation’s operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control and governance processes”.

In executing its duties and complying with the Standards, Internal Audit must establish two key documents, and these must be
presented to this Committee for approval on an annual basis:

e Internal Audit Charter

“The purpose, authority, and responsibility of the internal audit activity must be formally defined in an internal audit charter,
consistent with the Definition of Internal Auditing, the Code of Ethics, and the Standards. The chief audit executive must periodically
review the internal audit charter and present it to senior management and the board for approval.” (Standard 1000)

e Internal Audit Plan

“The chief audit executive must establish a risk-based plan to determine the priorities of the internal audit activity, consistent with
the organisation ‘s goals”. (Standard 2010)

This report presents both documents for approval and outlines the purpose of the documents and the process underpinning their
compilation.
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3.1

3.2

3.3

3.4

3.5

Internal Audit Charter

In compliance with the Standards, Internal Audit is required to establish a Charter which sets out its role, purpose and authority.

This provides clarity and legitimacy to the role of Internal Audit in the organisation, and assists the function is operating in line
within an agreed framework.

The document acts as a guide for Internal Auditors in their daily work, but also assists officers and members of the Council in
understanding what internal audit is and how it operates.

The Charter has been prepared to meet the Standards and incorporates all relevant requirements.

The Charter is shown at Appendix A. This is reviewed and presented to this Committee on an annual basis.
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4. Internal Audit Plan 2022/23

Plan Compilation and Principles

4.1 The Standards state that the “Chief Audit Executive” must “establish risk-based plans to determine the priorities of the internal
audit activity, consistent with the organisation’s goals”. They refer to the need for the plan to reflect the assurance framework, risk
management arrangements and input from management and “the board”.

4.2 In meeting this Standard, an extensive consultation exercise has been undertaken to identify potential areas for audit, comprising:

Review of the Corporate Risk Register

Review of Service Risk Registers

Review of Committee reports and decisions

Cumulative audit knowledge and experience

Findings and outcomes from previous audit work

Engagement with Heads of Service

Evaluation of the risks highlighted by the Internal Audit Plan 2021/22.

4.3 Arisk assessment exercise took place to form an overall view on the level of organisational risk each area poses. This was then
used to inform a draft Internal Audit Plan, which was shared with the Chief Executive, external audit and senior managers prior to
being presented to this meeting for approval.

Organisational Context
44 The organisational context for the Internal Audit Plan remains one of significant and fast-paced change in part due to
transformational change and due to Covid-19 which is discussed later. Transformation in the design and delivery of services has

continued over the past 12 months and is planned to continue.

4.5 In this context, the Internal Audit Plan must continue to be flexible to be able to adapt to and reflect the changing risk landscape
of the organisation. Any material changes made to the plan during the year will be notified to this Committee.
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Composition

4.6

4.7

4.8

4.9

4.10

The Internal Audit Plan has been based upon 1180 available audit days which is a significant increase from 2021/22. This is
following the deduction of annual leave and other non-audit time.

The approach to the plan has changed this year in light of the impact of Covid-19 has had on both the design of the plan and the
implementation of the Audit Plan during 2021/22. As previous reports to members have highlighted Covid-19 has generated new
risks for the organisation to address, which has created pressures on the operational team to deliver to residents whilst ensuring
that the operations remain in alignment with the latest Government requirements. Audits have as a result taken a little longer to
undertake as staff are balancing business as usual against the response to Covid-19. In addition, the requirements around
Covid-19 have been fluid which has added a degree of complexity for the organisation to respond to leading in some as well as
in some cases Audit having to undertake a more hands on role in audits which in a normal environment would not be required.

The Audit Plan for 21/22 was built on a number of resourcing assumptions which Covid-19 and other events have unfortunately
detrimentally impacted on them:
e Appointment of ICT Trainee Auditor member was on planned absence from February 2021 until February 2022.
¢ Auditor who returned from long term absence in June 2021 left on ill health retirement in November 2021.
¢ Unable to recruit two temporary auditors for six and nine months due to lack of suitable candidates being available in the
job market.

The general approach for this forthcoming financial year is to assume for the audit plan that Covid-19 will have a reduced and
diminishing impact on the organisation’s activities over the year however there will be a focus will be in place on a smaller
number of activities to enable recruitment to take place for additional temporary staff and the two permenant vacancies. This will
allow the team to focus on the Annual Governance Statement, Governance review and the existing risks surrounding for
example the Central Government Covid-19 grants. This will also provide some flexibility should any unplanned activity be
required.

For the forthcoming financial year the audit plan reflects that all of the resource gaps are filled, and we have used prudent dates
for the recruitment of the two permenant staff and the on-boarding of the CIPFA trainee and the CIPFA Qualified staff member
from Finance. The Audit Plan due to the additional resources from Finance is able to cover some traditional cash check audits
which we intend to use as both training and ensure that there is appropriate control systems in place in the post Covid world to
limit cash use where possible. We intend to use colleagues from the Assurance Team to undertake some fieldwork under close
supervision for areas where they are familiar with the area for example Council Tax, when they return from secondment from the
business grant team.
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4.11 The Audit Team will be focused solely on Assurance activities for the forthcoming year and the proposed plan does not include
any time to provide support for the roll out of wider initiatives in the Risk and Audit Service. The intention is that with the
proposed Annual Audit plan alongside the updated Assurance Plan should be able to provide sufficient coverage of assurance
through the year to provide an unqualified Annual Audit Opinion.

4.12 In summary we are starting with a larger number of planned audit days due to the significant planned recruitment of resources
during the next six months to the team. Covid-19 pandemic has and will likely continue to have diminishing impact on the audit
plan however there may still be unpredictable events that may impact on the plan delivery however we have the ability to
respond. The Audit Plan is focused on assurance on the key risks impacting on the Council’s strategic objectives as they have
been identified for the next 12 months. Members will be kept informed of any proposed changes.

4.13 There are three audits where no time has been allocated within the plan as two relate to the use of external resources to
complete the reviews and the latter will be completed by the Internal Audit Management Team. These reviews are
e Cyber Security
e Tree Management
e Sefton New Direction

Reporting and Performance

4.14 Progress against the Plan and key details of the outcomes of audit work will continue to be presented to every meeting of this
Committee.

4.15 The suite of performance indicators will continue to be used to measure the delivery of the Internal Audit Plan and the effectiveness
of the work undertaken. These will continue to be reported to each meeting of this Committee.
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The performance indicators and associated targets for 2021/22 are:

Description and Purpose Target

Percentage of the Internal Audit Plan 2021/22 completed 100%
This measures the extent to which the Internal Audit Plan agreed by this Committee is being delivered. The delivery
of the Plan is vital in ensuring that an appropriate level of assurance is being provided across the Council’s systems.

Percentage of Client Survey responses indicating a “very good” or “good” opinion 100%
This measures the feedback received on the service provided and seeks to provide assurance that Internal Auditors
conduct their duties in a professional manner.

Percentage of recommendations made in the period which have been agreed to by management 100%
This measures the extent to which managers feel that the recommendations made are appropriate and valuable in
strengthening the control environment.

Percentage of audit recommendations implemented at the original target date 65%
This measures the extent the effectiveness and timeliness to which management implements audit recommendations.
Provides assurance that control weaknesses are addressed promptly.

4.16 The Internal Audit Plan 2022/23 is shown at Appendix B.
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5.1

5.2

5.3

Conclusions

The Internal Audit Charter sets out the role, purpose and authority of the Internal Audit section, and assists Internal Audit in
complying with the Public Sector Internal Audit Standards.

The Internal Audit Plan 2022/23 has been prepared on a risk basis, following consideration of a number of sources and consultation
with key stakeholders.

The Internal Audit Plan acknowledges the organisational context, particularly in relation to the post Covid-19 impact to services
resuming and aligns resources with the most pertinent risks facing the Council during this time of significant and fast-paced
change. The focus in the first quarter is to complete the recruitment and there is a small temporary reduction in coverage for the
first quarter of 2022/23, whilst recruitment is undertaken, however there will be sufficient coverage and depth in the audit plan to
provide a good level of assurance for the Annual Audit Opinion by the end of the financial year.
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1. Introduction

1.1

The requirement for local authorities to have an Internal Audit function is determined by Section
151 of the Local Government Act 1972, which requires that authorities ‘make arrangements for
the proper administration of their financial affairs’. The Accounts and Audit Regulations 2015 (Sl
2015/234), regulation 6, more specifically require that a ‘relevant authority must undertake an
effective internal audit to evaluate the effectiveness of its risk management, control and
governance processes, taking into account public sector internal audit standards or guidance.”

2. Purpose of this Charter

2.1

The purpose of the Internal Audit Charter is to define internal audit’s purpose, authority and
responsibility. It establishes internal audit’s position within Sefton Council and defines the scope
of internal audit activities.

This Charter also covers the arrangements for the appointment of the Head of Internal Audit and
internal audit staff, and identifies the nature of professionalism, skills and experience required.

This Charter will be appropriately updated following any changes to the Public Sector Internal
Audit Standards (“the Standards”) or internal audit’s operating environment and, as a minimum,
will be reviewed by the Chief Internal Auditor and presented to the Audit and Governance
Committee on an annual basis.

3. Definitions

3.1

The Standards define Internal auditing is as “an independent, objective assurance and consulting
activity designed to add value and improve an organisation’s operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve
the effectiveness of risk management, control and governance processes”.

The Public Sector Internal Audit Standards (“the Standards”) require that the Internal Audit
Charter defines the terms ‘board’ and ‘senior management’ in relation to the work of internal audit.
For the purposes of internal audit work, the ‘board’ refers to the Sefton Council Audit and
Governance Committee, which assumes responsibility for overseeing the work of internal audit.
Sefton Council’s senior management team is the Senior Leadership Board members.

Sefton Council’s Chief Internal Auditor fulfils the Chief Audit Executive (CAE) role as defined by
the Standards.

4. Public Sector Internal Audit Standards

41

The internal audit function is required to comply with Public Sector Internal Audit Standards
(PSIAS). The Relevant Internal Audit Standard Setters, which includes the Chartered Institute of
Public Finance and Accountancy (CIPFA), adopted the PSIAS from 1 April 2013. These
Standards replaced the CIPFA Code of Practice for Internal Audit in Local Government in the
United Kingdom 2006 (“The Code”). The PSIAS encompass the mandatory elements of the
Chartered Institute of Internal Auditors (CIIA) International Professional Practices Framework
(IPPF).
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Compliance with the Standards is mandatory and must be subject to both internal and external
assessment. The Chief Internal Auditor must undertake a self-assessment on a regular basis.
An external assessment must also be conducted at least once every five years by a qualified,
independent assessor or assessment team from outside the organisation. The results of these
assessments will be reported to the Audit and Governance Committee.

5. Mission of Internal Audit

5.1

The Public Sector Internal Audit Standards define the mission of Internal Audit as:
“To enhance and protect organisational value by providing risk-based and objective assurance,
advice and insight.”

The mission of Sefton Council’s Risk and Audit Service is:
“To deliver a first-class risk and audit service that is highly respected and valued by Sefton and
is the envy of our peers.”

6. Responsibilities

6.1

Internal audit is responsible for establishing procedures and applying the required resources to
ensure that the service conforms to the Definition of Internal Auditing and the Standards. All
members of the Internal Audit team must also demonstrate conformance with the Code of Ethics,
which is attached at Annexe 1 and the Core Principles:

Demonstrates integrity

Demonstrates competence and due professional care

Is objective and free from undue influence (independent)

Aligns with the strategies, objectives, and risks of the organisation
Is appropriately positioned and adequately resourced
Demonstrates quality and continuous improvement
Communicates effectively

Provides risk-based assurance

Is insightful, proactive, and future-focused

Promotes organisational improvement

The Chief Internal Auditor must deliver an annual internal audit opinion and annual report that are
used to inform Sefton Council’s Annual Governance Statement. The annual internal audit opinion
must conclude on the overall adequacy and effectiveness of the organisation’s framework of
governance, risk management and control. This is the ‘assurance role’ of internal audit.

Internal Audit may also provide an independent and objective consultancy service, which is
advisory in nature and is generally performed at the specific request of senior management. The
aim of the consultancy service is to assist line management to improve the Council’s risk
management, governance and internal control arrangements.

Sefton Council’s Chief Executive has overall responsibility for the establishment of a sound
system of internal control, and through the Annual Governance Statement, is required to
demonstrate that this is in place and that actions are being taken to address any identified
governance issues.
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6.5

6.6

6.7

6.8

6.9

6.10

Sefton Council’'s Executive Director of Corporate Resources and Customer Services acts as the
Responsible Financial Officer as defined by section 151 of the Local Government Act 1972, which
requires every authority in England and Wales to "... make arrangements for the proper
administration of their financial affairs and shall secure that one of their Officers has responsibility
for the administration of those affairs". The Accounts and Audit Regulations 2003 emphasise the
need for effective financial management and sound systems of internal control. They require that
the Council should maintain an adequate and effective system of internal audit for their accounting
records and control systems. It is a function of the Chief Financial Officer to direct Internal Audit
and ensure that it is adequate for the Authority's purposes.

The Council’s Chief Legal and Democratic Officer is the designated Monitoring Officer. This is a
statutory appointment under Section 5 of the Local Government and Housing Act 1989 as
amended by paragraph 24 of schedule 5 Local Government Act 2000. The role involves
ensuring the Council’s compliance with any General Guidance issued, from time to time, by the
Standards Committee and the Monitoring Officer; making lawful and proportionate decisions;
complying with the Council's Constitution and standing orders.

Sefton Council will ensure it has taken all necessary steps to provide internal audit with
information on its objectives, risks, and controls to allow the proper execution of the audit strategy
and adherence to internal audit standards. This will include notifying internal audit of any
significant changes in key control systems which may affect the internal audit plan.

Management has a responsibility to respond promptly to audit plans, reports and
recommendations.

Responsibility for monitoring and ensuring the implementation of agreed recommendations rests
with management and is monitored by Internal Audit and reported to the Audit and Governance
Committee.

Where Sefton has joint ventures, shared services or where services are outsourced the Chief
Internal Auditor will be responsible for providing risk-based assurance on the activities which
would be reported to the Audit and Governance Committee.

7. Independence of Internal Audit

7.1

7.2

7.3

Internal Audit must be independent and internal auditors must be objective in performing their
work. The Chief Internal Auditor must confirm the organisational independence of Internal Audit
at least annually. Internal Audit has no operational responsibilities.

Any operational (non-audit) activities undertaken by the Chief Internal Auditor or a member of the
Internal Audit team will be recorded, and any conflict of interest declared, so as to ensure that the
independence of audit work is not seen to be compromised.

The Chief Internal Auditor is also responsible for the operational management of the Insurance,
Risk and Health and Safety functions, and there are safeguards in place to avoid any potential
conflict of interest or impairment to objectivity. This involves a clear separation of duties in audit
work in these areas and clarity of reporting lines to ensure that there is no conflict of interest or
impairment of objectivity in accordance with guidance from the Institute of Internal Auditors and
CIPFA. Terms of reference for such audits are approved by the Executive Director of Corporate
Resources and Customer Services, as is the resulting report, so as to provide transparency. The
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report will note the potential conflict of interest and will be reported to the Audit and Governance
Committee also noting the potential conflict of interest.

8. The Chief Internal Auditor

8.1

8.2

8.3

8.4

8.5

The Chief Internal Auditor is appointed by Sefton Council and must have sufficient skill,
experience and competencies to work with senior management and the Audit and Governance
Committee to influence and inform the risk management, governance and internal control
arrangements of Sefton Council.

The Chief Internal Auditor is responsible for ensuring that the members of the Internal Audit team
possess the appropriate knowledge, skills, qualifications and experience to deliver the audit plan
and meet the requirements of the Standards. The Chief Internal Auditor will hold a full,
professional qualification, defined as CCAB, CMIIA or equivalent, and will adhere to professional
values and the Code of Ethics.

The Chief Internal Auditor reports to the Executive Director of Corporate Resources and
Customer Services through the Head of Finance. The Chief Internal Auditor, or an appropriate
representative of the internal audit team, attends meetings of the Audit and Governance
Committee unless, exceptionally, the Committee decides that they should be excluded from either
the whole meeting or for particular agenda items.

The Chief Internal Auditor shall have an independent right of access to the Chair of the Audit
Governance Committee, if required. In exceptional circumstances, where normal reporting
channels may be seen to impinge on the objectivity of the audit, the Chief Internal Auditor may
report directly to the Chair of the Audit and Governance Committee.

Internal Audit will co-operate with and assist External Audit.

9. Scope of Internal Audit

9.1

9.2

9.3

The Chief Internal Auditor should develop and maintain a strategy for providing the Executive
Director of Corporate Resources and Customer Services with an objective evaluation of, and
opinions on, the effectiveness of the Council’s risk management, governance and internal
control arrangements. Internal Audit’s activities should be undertaken effectively and efficiently.
The annual Internal Audit Plan will be risk based, prepared in consultation with Heads of Service
and Directors and be presented to the Audit and Governance Sub-Committee for approval. The
opinions of the Chief Internal Auditor are a key element of the framework of assurance needed to
inform the completion of the Annual Governance Statement (AGS).

Opinion Work

The internal audit activity must evaluate and contribute to the improvement of governance, risk
management and control processes using a systematic and disciplined approach.

Governance

Internal audit must assess and make appropriate recommendations for improving the governance
process in its accomplishment of the following objectives:
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9.4

9.5

9.6

9.7

9.8

promoting appropriate ethics and values within Sefton Council;

ensuring effective organisational performance management and accountability;
communicating risk and control information to appropriate areas of Sefton Council; and
co-ordinating the activities of and communicating information to the Audit and Governance
Committee, external and internal auditors and management.

Risk Management

Internal audit must evaluate the effectiveness of, and contribute to, the improvement of risk
management processes by:

e assessing organisational objectives to support and align with Sefton Council’'s corporate
objectives;

e ensuring significant risks are identified and assessed; and

e ensuring that audit recommendations are appropriate to address key risk areas identified.

Internal Control

Internal audit must assist the organisation in maintaining effective controls by evaluating their
effectiveness and efficiency and by promoting continuous improvement. The internal audit activity
must evaluate the adequacy and effectiveness of controls in responding to risks within the
organisation’s governance, operations and information systems regarding:

e achievement of the organisation’s strategic objectives;

reliability and integrity of financial and operational information;

economical, effective and efficient use of resources;

effectiveness and efficiency of operations and programmes;

safeguarding of Sefton Council’s assets and interests from losses of all kinds, including those
arising from fraud, irregularity corruption or bribery;

e compliance with laws, regulations, policies, procedures and contracts.

The Chief Internal Auditor must ensure appropriate internal audit arrangements are in place in
respect of partnership or joint working arrangements, where relevant.

Non - Opinion Work

Internal Audit may provide, at the request of management, a consultancy service which evaluates
the policies, procedures and operations put in place by management. A specific provision will be
made in the Internal Audit Plan to allow for such work.

The Chief Internal Auditor must consider the effect on the opinion work before accepting
consultancy work or management requests over and above the contingency allowed for in the
Internal Audit Plan. Approval would be sought from the Executive Director of Corporate
Resources and Customer Services and the Audit and Governance Committee for any significant
additional consulting services not already included in the Internal Audit Plan, prior to accepting
the engagement. The Chief Internal Auditor must consider if consultancy work contributes
towards the overall opinion.
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9.9

9.10

9.11

9.12

9.13

Fraud

Managing the risk of fraud is the responsibility of line management. Executive Director of
Corporate Resources and Customer Services has specific responsibilities in relation to the
detection and investigation of fraud and may request internal audit to assist with the investigation
of suspected fraud or corruption, in accordance with the Investigation Protocol. Internal audit
should be notified of all suspected or detected fraud, corruption or impropriety, to inform their
opinion on the control environment and their Audit Plan.

Reporting

The Chief Internal Auditor will agree reporting arrangements with the Executive Director of
Corporate Resources and Customer Services which will include procedures for the:

distribution and timing of draft audit reports;

Manager’s responsibilities in respect of responding to draft audit reports;

distribution of finalised audit reports;

follow up by internal audit of agreed recommendations; and

escalation of recommendations where management responses are judged inadequate in
relation to the identified risks.

The Chief Internal Auditor will present a formal report annually to the Chief Executive, Executive
Director of Corporate Resources and Customer Services and the Audit and Governance
Committee giving an opinion on the overall adequacy and effectiveness of Sefton Council’s
framework of governance, risk management, and internal control. This report will conform to the
PSIAS and will provide a summary of the work to support the opinion. It will be timed to support
the production of the Annual Governance Statement. Reports of progress against the planned
work will be presented to the Audit and Governance Committee on a quarterly basis during the
year.

Internal Audit Access Rights
Where necessary in the conduct of their work, internal auditors are entitled to require and receive:

e access to all records, documents and correspondence relating to any financial or other
relevant transactions, including documents of a confidential nature;

e access at all reasonable times to any land, premises and officer of Sefton Council;

e the production of any cash, stores or other property of Sefton Council under an officer’s
control; and

e explanations concerning any matter under investigation.

Internal Audit Resources

If the Chief Internal Auditor or the Audit and Governance Committee consider that the level of
audit resources or the terms of reference in any way limit the scope of internal audit, or prejudice
the ability of internal audit to deliver a service consistent with the Definition of Internal Auditing
and the Standards, they should advise the Chief Executive and the Executive Director of
Corporate Resources and Customer Services accordingly.
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Annexe 1 - Internal Audit Code of Ethics

Requirements

In accordance with the Public Sector Internal Audit Standards, internal auditors in UK public sector
organisations must conform to a Code of Ethics.

If individual internal auditors have membership of a professional body, then he or she must also comply
with the relevant requirements of that organisation.

The purpose of the Code of Ethics is to promote an ethical culture in the profession of internal auditing.
A Code of Ethics is necessary and appropriate for the profession of internal auditing, founded as it is on
the trust placed in its objective assurance about risk management, control and governance.
The Code of Ethics includes two essential components:
1. Principles that are relevant to the profession and practice of internal auditing;
and

2. Rules of Conduct that describe behaviour norms expected of internal auditors.

These rules are an aid to interpreting the Principles into practical applications and are intended to guide
the ethical conduct of internal auditors.

The Code of Ethics provides guidance to internal auditors serving others.
The term ‘Internal auditors’ refers to members of recognised Professional Bodies (e.g. CIPFA, Il1A) and
those who provide internal auditing services within the definition of internal auditing.

Applicability and Enforcement

This Code of Ethics applies to both individuals and entities that provide internal auditing services.
Disciplinary procedures of professional bodies and employing organisations may apply to breaches of
this Code of Ethics.

Integrity

Principle:

The integrity of internal auditors establishes trust and thus provides the basis for reliance on their
Jjudgement.

Rules of Conduct:

Internal auditors:

e Shall perform their work with honesty, diligence and responsibility.

e Shall observe the law and make disclosures expected by the law and the profession.

e Shall not knowingly be a party to any illegal activity or engage in acts that are discreditable to the
profession of internal auditing or to the organisation.

e Shall respect and contribute to the legitimate and ethical objectives of the organisation.
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Objectivity

Principle:

Internal auditors exhibit the highest level of professional objectivity in gathering, evaluating and
communicating information about the activity or process being examined.

Internal auditors make a balanced assessment of all the relevant circumstances and are not unduly
influenced by their own interests or by others in forming judgements.

Rules of Conduct:
Internal auditors:

e Shall not participate in any activity or relationship that may impair or be presumed to impair their
unbiased assessment. This participation includes those activities or relationships that may be in
conflict with the interests of the organisation.

e Shall not accept anything that may impair or be presumed to impair their professional judgement.

e Shall disclose all material facts known to them that, if not disclosed, may distort the reporting of
activities under review.

Confidentiality
Principle:

Internal auditors respect the value and ownership of information they receive and do not disclose
information without appropriate authority unless there is a legal or professional obligation to do so.

Rules of Conduct:
Internal auditors:

e Shall be prudent in the use and protection of information acquired in the course of their duties.
¢ Shall not use information for any personal gain or in any manner that would be contrary to the law
or detrimental to the legitimate and ethical objectives of the organisation.

Competency

Principle:
Internal auditors apply the knowledge, skills and experience needed in the performance of internal
auditing services.

Rules of Conduct:
Internal auditors:

e Shall engage only in those services for which they have the necessary knowledge, skills and
experience.

e Shall perform internal auditing services in accordance with the International Standards for the
Professional Practice of Internal Auditing.

e Shall continually improve their proficiency and effectiveness and quality of their services.

Internal auditors who work in the public sector must also have regard to the Committee on Standards of
Public Life’s Seven Principles of Public Life (the “Nolan Principles”):
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Selflessness;
Integrity;
Objectivity;
Accountability
Openness;
Honesty; and
Leadership.

Further information on these principles can be found at:

www.public-standards.gov.uk
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Appendix B - Sefton Internal Audit Plan 2022/2023

Str-ateg|c Service Area Audit Title Reason for inclusion -
Service Area
Chief Executive Cross Cutting | AGS 2021/22 Statutory requirement 25
Chief Executive Cross Cutting | AGS 2022/23 Statutory requirement 15
Children's Social Schools to be subject to internal audit
Care and Education Schools review every three years per Scheme for 135
Education Financing Schools
Corporate Risk Reference (CRR) ref -
Adult Social Adult Social Financial sustainability beyond 2022/23
Care and Health Care ASC Debt Management | Core Purpose 20
This risk is directly related to the delivery
of all aspects of the Councils core purpose
Weaknesses identified by Audit during
21/22
Adul ial
ASCH and ductafgua CRR ref -Financial sustainability beyond
CSC and . \ Direct Payments 2022/23 20
, Children's
Education Social Care Core Purpose
This risk is directly related to the delivery
of all aspects of the Councils core purpose
Weaknesses identified by Audit during
21/22
Children's Social Children's CRR ref - Financial sustainability beyond
Care and . Aiming High 2022/23 20
. Social Care
Education Core Purpose
This risk is directly related to the delivery
of all aspects of the Councils core purpose
People Public Health Contain Outbreak Requwemen'F for Chief I?xecutlve aTnd Chief 20
Management Fund Internal Auditor to certify expenditure
CRR ref -Financial sustainability beyond
2022/23
People Public Health | Public Health Grant Core Purpose 20
This risk is directly related to the delivery
of all aspects of the Councils core purpose
CRR ref -The Council is the victim of a
cyber-attack.
Corporate . Core Purpose
ICT
Resources ¢ Cyber Secuirty ¢ Protect the most vulnerable 0
e Commission, broker and provide core
services
CRR ref -Failure to effectively manage and
People Public Health | Covid Grants Assurance | support the response to a pandemic 40
incident
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Strategic
Service Area

Service Area

Audit Title

Reason for inclusion

Corporate
Resources

External Client

Sandway Homes -
Financial Sustainability
included.

CRR ref -Financial sustainability beyond
2022/23

Core Purpose

This risk is directly related to the delivery
of all aspects of the Councils core purpose

15

Adult Social
Care and Health

Adult Social
Care

ASC - Budget
Management

CRR ref -Financial sustainability beyond
2022/23

Core Purpose

This risk is directly related to the delivery
of all aspects of the Councils core purpose

20

Place

Highways and
Public
Protection

Highway Maintenance
Procurement

CRR ref -Failure to adequately invest in the
Highway network and associated assets.
Core Purpose

e Facilitate sustainable economic
prosperity

20

Corporate
Resources

Strategic
Support

Data Protection - incl
Data Breaches

CRR ref - Data breach resulting in the
wrongful release of personal and/or
sensitive information

Core Purpose

¢ Place-leadership and influence

20

Corporate
Resources

Strategic
Support

Record Management
ASC/CSC

CRR ref - Failure to manage historic
records effectively

Core Purpose

¢ Place-leadership and influence

20

Corporate
Resources

Risk and
Resilience

Business continuity and
organisational
resilience

CRR ref -Inadequate capability to prepare
for and respond effectively to a major
incident affecting the Council or occurring
in Sefton as per the Council's
responsibilities under the Civil
Contingencies Act 2004.

Core Purpose

¢ Facilitate confident and resilient
communities

15

Adult Social
Care and Health

Adult Social
Care

Market Sustainability

CRR ref -Market failure of Social Care
provision across Adult and Children’s
Core Purpose

¢ Protect the most vulnerable

e Commission, broker and provide core
services

20

Chief Executive

Cross Cutting

Climate Emergency

CRR ref -Climate Emergency- Strategic Risk
Failure to meet the targets set out in the
councils declared climate emergency

15
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Strategic
Service Area

Service Area

Audit Title

Reason for inclusion

CRR ref -Failure to manage increasing

. . Children' . e )
Children's Social Soclialr(i;]rse demand for services within Children's
Care and Demand Management Social Care 20
Education . Core Purpose
Communities
¢ Protect the most vulnerable
CRR ref -School debts transferring back to
the Council in the event of them being
Children's Social . Schools Budget forced into academy status or closing.
Care and Education Monitorin Core Purpose 15
Education g ¢ Protect the most vulnerable
e Commission, broker and provide core
services
CRR ref - Impact of regulatory inspection
Children's Social . . framework and the outcome of previous
Children's . . .
Care and . CS Inspections inspections on Sefton 15
. Social Care
Education Core Purpose
¢ Protect the most vulnerable
CRR ref - Failure to mitigate impacts of
Economic . COVID-19, winter, austerity, on the Sefton
Sefton Economic
Growth and . economy
Place . Strategy and Economic 15
Housing Recoverv Plans Core Purpose
Highways 4 e Facilitate sustainable economic
prosperity
CRR ref -Inability to deliver the
Economic Growth Programme - requirements and commitments for the
delivery of GP due to Growth Programme and its associated
Growth and . . .
Place Housin inflation/ contract Projects. 25
. & management/economic | Core Purpose
Highways . - . .
uncertainty e Facilitate sustainable economic
prosperity
CRR ref -Financial sustainability beyond
2022/23 AND Failure to adequately invest
. in the Highway network and associated
Economic assets
Growth and | Third party Contract :
Place Housin management Core Purpose 20
. & & This risk is directly related to the delivery
Highways .
of all aspects of the Councils core purpose
and
Facilitate sustainable economic prosperity
ASC Workf RR ref -ASC Workf - i
Adult Social Adult Social Sc -or orce ¢ . re . S¢ O.r oree r'e<.:rU|tment,
(recruitment and availability of suitably qualified staff and 20
Care and Health Care R .
retention) retention of current workforce
Corporate Revenues and | Energy price cap Protect the most vulnerable; Counter 10
Resources Benefits payments fraud
Adult Social Adult Social ‘ As§urances from key partners is required
Sefton New Directons to inform Annual Governance Statement. 0
Care and Health Care

Key to effective delivery of ASC services.
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Str-ateglc Service Area Audit Title Reason for inclusion -
Service Area
CRR ref -Financial sustainability beyond
2022/23
Corporate Finance LCR Grants Co.re I_’ur.pos.e . 80
Resources This risk is directly related to the delivery
of all aspects of the Councils core purpose
CRR ref - Financial sustainability beyond
2022/23
Corporate Revenue§ and Business Rates Co're I_’ur.pos.e . 20
Resources Benefits This risk is directly related to the delivery
of all aspects of the Councils core purpose
C/F from 2021/22. Review key controls of
new HR system
Corporate CRR ref - Financial sustainability beyond
P Il P I 1
Resources ayro ayro 2022/23 >
Core Purpose: This risk is directly related
to the delivery of all aspects of the
Councils core purpose
CRR ref - Financial sustainability beyond
2022/23
Corporate Revenues and | Housing and Council tax | Core Purpose 20
Resources Benefits Benefits This risk is directly related to the delivery
of all aspects of the Councils core purpose
C/F from 2021/22. Review key controls
within Transactional Human Resources
Corporate Transactional Human CRR ref - Financial sustainability beyond
ResZurces Personnel Resources 2022/23 15
Core Purpose: This risk is directly related
to the delivery of all aspects of the
Councils core purpose
. c/f2021/22
C t Risk and . . . .
orporate IS. .an Risk Management PSIAS Requirement; informs Annual Audit 20
Resources Resilience .
Opinion; AGS
CRR ref - Financial sustainability beyond
2022/23
Corporate Strategic Procurement Core !’urposte _ 20
Resources Support This risk is directly related to the delivery
of all aspects of the Councils core purpose
Corporate Strategic Freedom of Information Reques'Fed by.Head of Service; significant 15
Resources Support reputational risks
Operational . .
People Fleet Maintenance Requested by Head of Service 10
In-house
People Operational Operators licence Operational Ris.k Regis'Fer"(ORR) "Failure to 5
In-house operate cleansing service
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Strategic
Service Area

Service Area

Audit Title

Reason for inclusion

tional
People OIF;e_LaOLZZa Cleansing Vehicle - Keys | ORR "Failure to operate cleansing service" 5
CRR ref - Failure to plan within annual
budget for increased placement costs for
hil ' ial hil ' ial
Children's Socia Children's Placements and Children's Social Care
Care and Social Care Packages Core Purpose 20
Education & * Protect the most vulnerable
e Commission, broker and provide core
services
High
's I;/:/j?l/iscand Service Risk register (SRR) "Significant
. disruption to the transportation and
Place Protection/ | Trees . . . 0
. highway network due to wind, rain, snow,
Operational . N
freezing or storm conditions
In-house
CRR ref - Financial sustainability beyond
Highways and . 2022/23
. Investment in the Core Purpose
Place Public . e . 15
Protection Highways Network This risk is directly related to the delivery
of all aspects of the Councils core purpose
CRR ref - Financial sustainability beyond
2022/23
People Operational Golf Income Core I_’ur.pos.e ) 10
In-house This risk is directly related to the delivery
of all aspects of the Councils core purpose
CRR ref - Financial sustainability beyond
2022/23
People Operational Beach Income Co.re I_’ur.pos.e i 5
In-house This risk is directly related to the delivery
of all aspects of the Councils core purpose
CRR ref - Financial sustainability beyond
2022/23
Corporate Finance Debt Management Co're I.>ur.pos.e , 15
Resources This risk is directly related to the delivery
of all aspects of the Councils core purpose
. . . Performance C/F 2021/22
Chief E t C Cutt 20
et Executive ross tuthing Management Statutory Area in PSIAS to review
CRR ref - Financial sustainability beyond
Children's Social . . - 2022/23
Children's Troubled Families Core Purpose
Care and . L . 10
. Social Care Grants This risk is directly related to the delivery
Education

of all aspects of the Councils core purpose
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Str-ateglc Service Area Audit Title Reason for inclusion
Service Area
Corporate Internal Audit | PSIAS Reql.nrement of PSIAS of ongoing review 40
Resources and improvements
Corporate Risk and Data Analytics Recommendation implementation from 20
Resources Resilience Implementation external review.
. . Follow-up .
Cross Cutting Cross Cutting . PSIAS requirement 30
Recommendations
CF from 21/22
The Council is the victim of a cyber- attack.
Corporate IcT ICT Patching Core Purpose 15
Resources ¢ Protect the most vulnerable
e Commission, broker and provide core
services
Chief Executive Cross Cutting | Ethics PSIAS requirement 20
CRR ref - Financial sustainability beyond
Property and . 2022/23
Corporate p‘ y Property Disposals (F4C /
Resources Building follow-up) Core Purpose 15
Services P This risk is directly related to the delivery
of all aspects of the Councils core purpose
Highways and . Core Purpose: This risk is directly related
. Transport Capital Block :
Place Public Fundi: P! to the delivery of all aspects of the 4
Protection g Councils core purpose
CRR ref - Financial sustainability beyond
Highways and | Local Highways 2022/23
. . . Core Purpose
Place Public Maintenance Incentive L . 2
. This risk is directly related to the delivery
Protection Element Fund :
of all aspects of the Councils core purpose
SRR "Creation of new public bodies NIHP,
OHD, UKHSA and change to public health
. ider system architecture and governance
People Public Health | Integrated Care Wi 4 tectu gov 20
Disruption and destabilisation to services
and support provided"
Chief Executive | Cross Cutting | Contingency Good practice to have flexible plan 89
C t
orporate External Client | Mayor’s Charity Fund Reduce costs to Charity of external audit. 5
Resources
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